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DSI Privacy Statement

General

1.1. DSl Foundation

The DSI Foundation (hereafter referred to as: DSI) is a self-regulatory
institute.DSI'smissionistopromoteandmonitortheintegrity, expertise,
and professionalism of the individuals employed in the financial sector.
DSlprovidesservicesinthefields of screening, certification, trainingand
ethics enforcement.

The party responsible for processing data is DSI Foundation, with its
statutory address at Beursplein 5, 1012 JW Amsterdam.

Inthe first section of this privacy statement, you can read about the type
ofproductsandservicesDSloffers, personaldatasecurity, confidentiality
and the rights of stakeholders. In the following sections, you can read
which of your personal data we process for each product or service, for
which purposes, onwhatgrounds, who hasaccesstoyourpersonal data,
and the storage periods that apply to the product or service.

Section 2: Information about maintaining relationships
Section 3: Information about screenings

Section 4: Information about certifications

Section 5: Information about ethics enforcement
Section 6: Information about training courses

1.2 Security of personal data
DSlimplementssuitabletechnicalandorganisationalmeasurestosecureyour
personal data againstloss or any form of unauthorised use. These measures
provide a suitable level of security and are intended to prevent the
unnecessary collection of personal data or unauthorised access to personal
data, for example.

1.3  Confidentiality

Every DSl employee who needs access to personal data in order to perform
their work is required to maintain confidentiality and has signed a
non-disclosure agreement. Our employees are also required to pass our
screening procedure.

14  Yourrights

When we process your personal data, you retain the right to:
e view your personal data;

e change, improve or add to incorrect personal data;

e delete your personal data;

e limit the processing of your personal data;

e  object to the processing of your personal data;

e transfer your personal data.

If you wish to exercise one of your privacy rights, you can submit a request
viaprivacy@dsi.nl. In orderto prevent privacy violations, we must verify your
identity before processingyourrequest. We do thatby askingyouto provide
asecure copy ofyouridentification document. Youcaninclude asecure copy
of your identification document with your request as an e-mail attachment.
The copy should not show a photo or Citizen Service Number (BSN).
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Algemeen

You can expect a reply to your request within one month. If we cannot
process your request within the one month period, we will inform you of
whenyou can expectareply. If we cannot comply with your request, you will
also receive a notification explaining the reasons.

1.5 Complaints

IfyouhaveacomplaintaboutDSI's processing of your personal data, orifyou
believethatDSlhasactedinviolation of privacylaw orourprivacy statement,
thenyoumay submitacomplaintto usinaccordance with the DSl complaint
regulations.

If you disagree with the way that DSI has processed the complaint, then you
may also submit a complaint to the Data Protection Authority.

1.6 Contact details
Forquestionspertainingtothisprivacystatementorrequestsregardingyour
rights, please contact the privacy protection assistant at privacy@dsi.nl.
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Maintaining
relationships

This section of the privacy statement applies to all
processing of personal data by DSl in the context of
maintaining relationships, for example if someone
purchasesaproductfrom usorentersinformation viaour
website requesting that we contactthem orsend thema
newsletter.

2.1 Purposes

DSlprocessespersonal datain ordertomaintain ourrelationshipsandto
sendinformation to persons who enter the data on ourwebsite. We also
processpersonaldatawhensomeoneenterstheir(contact)detailsonour
website, sends us an e-mail and/or receives our newsletter, information
documents and e-mail notifications.

2.2 Which personal data does DSI process in order to
maintain relationships?

Whenyousign up toreceive information, we process the following personal
data:

e  First name, last name, prefix

e  (Business) e-mail address

e Company name

e Optional: Title

e Optional: (business) telephone number

e  Optional: gender

When you sign up for the DSI newsletter, we process the following personal
data:

e  First name, last name, prefix

e  (Business) e-mail address

e Company name

e  Optional: gender

When you contact us via e-mail at info@dsi.nl, we process the following
personal data:

e  First name, last name, prefix

e (Business) e-mail address

e Any other personal data you include in the e-mail content.

Ifyou have purchased aservice from DSlin the past, we process the personal
datathatare necessary to provide the service; the details areincludedin the
privacy statement for that specific service. We may also contact currentand
formerrelationsforthe purposeofrelationshipmanagement.Inthatcase,we
process the following personal data:

e  Contact person'’s first name, last name and prefix

e  Optional: gender of the contact person

e (Business) e-mail address

e Optional: (business) telephone number

e Company name
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Maintaining
relationships

2.3 Grounds for processing

If you have signed up to receive information or a newsletter, or if you enter
your details in a (contact) form on our website, then the grounds for
processing is 'Permission’. You may revoke your permission at any time by
clicking onthe ‘unsubscribe’ link at the bottom of the message. You can also
sendane-mailtocommunicatie@dsi.nl. Pleaseremembertoinformuswhich
information you no longer wish to receive.

When we contact you for the purpose of relationship management, we will
processyourdataonthegroundsofourjustifiedinterest. Maintainingcurrent
and former relationships serves the interest of our operations in the form of
providing our services and informing relationships about current and new
services.

24  Access to and sharing personal data
YourpersonaldatamayonlybeaccessedbythoseDSlemployeeswhosework
requiresthemto have accesstoyourpersonal data. You provided these data
to us yourself.

DSImayutilisetheservicesofthirdpartiesforthe processingofpersonaldata,
inaccordancewiththisprivacystatement. Thesethirdpartiesincludecompa-
nies thathelp us build and maintain our website or the system we use for our
administration.Insuchacase, these third partiesshallactasadataprocessor
onbehalfofDSI.DSlhassignedaprocessingcontractwiththesethirdparties.

25 Storage period
Ifwe processyourdataonthe groundsofpermission, thenwewilldelete your
data within 1 month after you have signed up for the content or newsletter.

Ifwe processyourdataonthe groundsofjustifiedinterest, thenwewilldelete
yourdatain accordance with the storage periods for screening, certification
andtraining. See sections 3.5, 4.5 and 6.5 of this privacy statement for more
information.

Ifyou wish to exercise your right of objection, we will stop contacting you for
the purpose of relationship management and we will only continue to store
yourdataifthedataaresubjecttoastorageperiodforscreening, certification
or training.
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Screening

Individuals who wish to request a DSI certification or
change their certification must complete a screening
process. You can initiate the screening yourself (perhaps
in response to an invitation e-mail received from your
employer) via the MijnDSI environment. To begin the
screening, enter the requested personal details in the
MijnDSI environment.

The screening procedure will then be conducted by Validata Group
B.V. (hereafter: Validata). Validata conducts the screening based on
screening profiles drawn up by DSI. Employers in the financial sector
have a major interest in having their current and future employees and
contractors with a DSI certification evaluated with regard to reliability
and integrity.

To have Validata begin the screening process, DSI will provide them
with the following details about you: first name, last name, date of
birth, e-mail address and telephone number. Validata will then conduct
the screening in accordance with the Validata privacy statement. This
statement is posted on the Validata website.

The results of the screening are objective and factual, and will be inclu-
ded in a digital screening report. Validata will only share the screening
report with you and DSI. You are free to decide whether or not to
share this report with your current or future employer or client. If you
do not wish to share the results with your employer/client, then your
employer/client will not know the results of your screening.

3.1 Purposes

DSI processes your personal data to conduct a screening at your
request. The screening process includes the verification of the Certifi-
cate of Good Behaviour (VOG), a work experience reference check, a
diploma verification, and a check of whether the applicant is registered
in the DSI registers.

3.2 Which personal data does DSI process when

conducting a screening?

When you request a DSI screening, we will receive your screening report

from Validata. We process the following personal details:

e  First name, last name, date of birth, gender, and nationality;

e  Address and place of residence;

e  E-mail address;

e Telephone number;

e MijnDSI account details;

e Secure copy of proof of identification (without BSN and photo) and
document number;
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e Data pertaining to education;

e Data pertaining to your past 5 years of employment history;

e Data pertaining to the VOG or equivalent foreign document;

e Data pertaining to measures imposed by the DSI Enforcement Com-
mittee or the DSI Appeals Committee;

e Data pertaining to DSI certification;

e Data from the bankruptcy register;

e Data pertaining to your own statement.

e Payment details

33 Grounds for processing

When you request a DSl screening, you enter into an agreement with us
regarding the conduct of the screening. In order to implement this agree-
ment, we must be able to process the personal data listed above. That
means the grounds for processing your personal data is: the implementati-
on of an agreement.

To the extent that we process criminal law data pertaining to you, we will
only do so to comply with your request to conduct a screening and issue a
screening report. This exception to the prohibition of processing criminal
law data can be found in Article 33, section 2 sub a of the General Data
Protection Regulation Implementation Act (hereafter: GDPR Implementati-
on Act).

34  Access to and sharing personal data

Your personal data may only be accessed by those DSI employees whose
work requires them to have access to your personal data. These are: the
customer care officers, their supervisors, and the system administrator.

You also have access to your own personal data via the MijnDSI environ-
ment.

In order to verify specific elements of the screening process, we may share
the strictly necessary personal data, such as the applicant’s first and last
name, with educational institutions and current or former employers.

DSI may utilise the services of third parties for the processing of personal
data, in accordance with this privacy statement. In such a case, these third
parties shall act as a data processor on behalf of DSI. DSI has signed a
processing contract with these third parties.

35 Storage period

Once a screening has been conducted on hour behalf and you have recei-
ved a screening report from Validata, we will store the screening report
and the personal data provided by you for that purpose for as long as you
are certified and listed in one of our public registers.

If we have not granted DSl certification, then we will store the personal
data and documents provided by you for a period of one year.

If you ask us to terminate your certification, we will delete the personal
data and documents provided by you from our administration after a stora-
ge period of three years.
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Certification

If youwork in for acompany active in the financial sector,
youmay request certification by DSlonthe condition that
you are employed by an organisation registered as a DSI
Participant. If you request certification, then you must
initiate the certification processyourselfby submittingan
applicationviatheMijnDSlenvironment.Whenyoubegin
the certification process, you must enter information
aboutyourselfforeachcertificationelement. Thisincludes
information about your education, work history and
integrity, for example.

DSl will verify the information you provide. If we grant your request for
certification, thenyouwillbe addedtothe DSl publicregister. The public
register lists information such as your name and job title. The register is
searchable by name.

DSImaintainsavarietyofregistersforcertification, aslistedinthe General
Regulations. DSI also maintains a Participants Register.

4.1 Purposes
We processyourpersonal datainresponsetoyourcertificationapplicati-
on. This consists of two elements: a screening and an evaluation.

Duringthescreening, DSlwillverifyinformationsuchasyourworkhistory
and education. For more information about the processing of personal
data for screening purposes, see Section 3 of this privacy statement.

Certification shows that you have met the competency and integrity
requirements stipulated by DSI.

4.2 Which personal data does DSI process as part of a

certification?

When yourequest a DSl certification, we will process the following personal

data:

e  First name, last name, date of birth, gender, and nationality;

e Address and place of residence;

e E-mail address;

e Telephone number;

e  MijnDSI account details;

e Secure copy of proof of identification (without BSN and photo) and
document number;

e Data pertaining to education and exams pertinent to the certification;

e Data pertaining to your past 5 years of employment history;

e Data pertaining to the VOG or equivalent foreign document;

e Dataregardingacasebeforethe DSIEnforcementCommitteeorthe DS
Appeals Committee;




DSI Privacy Statement

Certification

e Data pertaining to measures imposed by the DSI Enforcement
Committee or the DSI Appeals Committee;

e Data pertaining to any previous DSl certification;

e Data from the bankruptcy register;

e Data pertaining to your own statement.

43 Grounds for processing

WhenyourequestaDSl certification, youenterinto anagreementwith us. In
ordertoimplementthisagreement, we mustbe able to processthe personal
datalistedabove. Thatmeansthe groundsforprocessingyourpersonal data
is: the implementation of an agreement.

If we share personal data with the Participant, it is only because sharing is
necessary in order to protect the Participant’s justified interests. Financial
supervision regulations require Participants to ensure that their employees
are competentand honest. The Participant therefore has a justified interest
inviewing the status of the certification and the education and examinations
necessary to earn and maintain the certification status. The Participant can
usethisinformationtomonitorandprovetheintegrityand competency ofits
employees.

Tothe extentthatwe processcriminallaw data pertainingtoyou, we willonly
dosotocomplywithyourcertificationrequest. Thisexceptiontothe prohibi-
tion of processing criminal law data can be found in Article 33, section 2 sub
aofthe General Data Protection Regulation Implementation Act (hereafter:
GDPR Implementation Act).

44  Access to and sharing personal data

Your personal data may only be accessed by those DSI employees whose
work requires them to have access to your personal data. These include the
employees of the certification department and their supervisors.

Youalsohave accesstoyourown personal dataviathe MijnDSlenvironment.
In orderto verify specificelements of the certification process, we may share
thestrictlynecessarypersonaldata,suchastheapplicant’sfirstandlastname,
with educational institutions and current or former employers. We will only
provide these data with your authorisation.

If you are a certified individual, then you will be added to the DSI public
register. Anyone may search through the register by name. The person who
searchedforyoucanthenviewyourpersonaldata:yourname, title,employer
and certification status.

DSl also shares certain data with the Participant, such as your name, date of
birth,andthestatusofthecertificationprocedure. DSlwillalsosharewhether
the applicant has met the examination requirements for knowledge,
competency and integrity with the Participant.

DSImayutilisetheservicesofthirdpartiesforthe processingofpersonaldata,
in accordance with this privacy statement. In such a case, these third parties
shall act as a data processor on behalf of DSI. DSI has signed a processing
contract with these third parties.
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Certification

4.5 Storage period
We will store your personal data for as long as you are certified and listed in
one of our public registers.

If you ask us to terminate your certification, we willimmediately delete your
personal data from the public register.

The personal dataand documentsyou provided will be deleted from the DSI
administration after three years.

However, we will store your name, address, place of residence, date of birth,
e-mail address and certification history for a period of five years after
termination of your certification. This storage period is required by the DSI
CodeofConduct. TheDSICodeofConductstipulatesregulationspertaining
to

integrity and competency. If you fail to comply with these regulations, you
may be subject to disciplinary measures. These measures may also be
implemented after certification has been terminated, for example if a
violation of the Code of Conduct occurred during a period in which the
individual was certified.

Ifwe have notgranted DSl certification because youdid notprovide all of the
necessarydata, thenwewillstorethe personaldataanddocumentsprovided
by you for a period of one year.
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Ethics Enforcement

Article 7 of the DSI General Regulations require DSI
certified individuals to comply with the provisions of
the Code of Conduct. Failure to comply with the Code of
Conduct may result in disciplinary proceedings.

The DSI Enforcement Committee may impose disciplinary measures
suchasareprimand, suspension, fine orexpulsion (Article 12.11 General
Regulations).Article 10ofthe GeneralRegulationsalsoempowersDSlto
impose fines on certified individuals by means of a transaction.

The regulationsthatapplyto disciplinary investigations and procedures
are described in the DSI General Regulations, the DSI Enforcement
Committee Regulations and the DSI Appeals Committee Regulations.

5.1 Purposes
We process personal data for the following purposes:

* tomaintainanindependent Enforcement Committee and Appeals
Committee to process complaints regarding a certified individual.

® the application and implementation of ethics enforcement law as
described in the DSI General Regulations, the DSI Enforcement
CommitteeRegulationsandthe DS|AppealsCommitteeRegulations.

5.2  Which personal data do DSI process for ethics en-
forcement?

Weprocessseveralcategoriesofpersonaldataforthe purposeofethicsenfor-
cement. These categories are described below.

If you as a certified individual are involved in a disciplinary investigation, we
will process the following personal data:

e  First name, last name, date of birth, gender;

e  Address and place of residence;

e  E-mail address;

e Telephone number;

e Datapertainingtothecertification(ex.: periodandtype of certification);
e Data pertaining to the (handling of) the report/complaint;

e Data pertaining to the investigation;

e Data pertaining to the certified individual’s defence;

e Data pertaining to the evidence;

e Data pertaining to the verdict and measure imposed.

Ifyou are the person who submitted the report about a certified individual's
actions, then we will process the following personal data:

e  First name, last name;
e  Address and place of residence;
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e  E-mail address;

e Telephone number;

e Data pertaining to the (handling of) the report/complaint;
e Data pertaining to the evidence;

Wewillprocessthefollowing personal datapertainingtothe membersofthe
EnforcementCommitteeandthethe AppealsCommitteeandthesecretaries
of these committees;

e |nitials, first name, last name;

e Titles;

e Business address and town/city;

e (Business) E-mail address;

e Professional data;

e Data pertaining to other posts;

53 Grounds for processing

If you are a DSI certified individual, then you have entered into an agree-
mentwith us. When entering into this agreement, you declared that you will
complywiththe DSICode of Conductandthe proceduresandverdictsofthe
Enforcement Committee and Appeals Committee.

Inordertoimplementthisagreement, wemustbeabletoprocessyourperso-
naldataifareportissubmittedregardingapossibleviolation ofthe DSICode
ofConduct. ThatmeansthegroundsforprocessingyourpersonaldataforDSI
ethics enforcement is: the implementation of an agreement

54  Access to and sharing personal data

Your personal data may only be accessed by those DSI employees whose
work requires them to have access to your personal data. These include the
employees of the enforcement department and their supervisors.

ThemembersoftheEnforcementCommitteeandthethe AppealsCommittee
andthesecretariesofthese committeesalsohaveaccesstothepersonaldata
relevant to an disciplinary procedure;

DSlwillnotify the Participantinwriting ofany decisions made by the Enforce-
ment Committee regarding a measure to be imposed.

When the Enforcement Committee imposes a disciplinary measure, DSl will
make anoteinthe Registerforaperiod of three years. The note will describe
themeasureimposedandthereasonforthemeasure. Anypersonconsulting
the register will have access to this information.

DSImayutilisetheservicesofthirdpartiesfortheprocessingofpersonaldata,
in accordance with this privacy statement. In such a case, these third parties
shall act as a data processor on behalf of DSI. DSI has signed a processing
contract with these third parties.

53 Storage period
Yourcasefilewillbestoredforthreeyearsafterthe completion of the discipli-
nary procedure, afterwhichwewilldelete the personal datapertainingtothe
disciplinary procedure.
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If you wish to be eligible for DSI certification, then you
must complete or pass certain training courses and/or
exams. The training and examination requirements are
listedin Appendix 1ofthe GeneralRegulations,anddiffer
per certification type. To retain their certification status,
thecertifiedindividualmustalso participateincontinuing

These training courses, exams and continuing education programmes
are offered by DSl-accredited educationalinstitutions. For alist of these
educational institutions, see the DSI website: www.dsi.nl

Insupplementto the curricula offered by these educationalinstitutions,
DSl also offersits own training programmes, exams and continuing edu-
cation programmes.

Completingthe DSIprogrammesensuresthatyoumeetthe certification
requirements. YoucanalsoenrolinaDSltrainingprogrammewithoutthe
goal of certification.

5.1 Purposes
We process your personal data to inform and advise you about our trai-
ning programmes and to honour your requests for information.

When you register for a training programme, we will process your
personal data for the registration and administrative processing of your
participation and to teach the training programme.

We may use your personal data to analyse how we can improve our
services.

5.2 Which personal data do DSI process for training

programmes?

WhenyouregisterforaDSltrainingprogramme, wewillprocessthefollowing

personal data:

e  First name, last name, date of birth, gender, and nationality;

e Address and place of residence;

e  E-mail address;

e Telephone number;

e Datapertainingtothetrainingprogrammeyouhaveregisteredfor,inclu-
ding payment details;

e MijnDSI account details;

e Personaldatapertainingtoyourtrainingprogramme,suchasyourregis-
tration date, exam date and exam result;

e Data pertaining to potential DSI certification;

¢ Your feedback on the training programme, and any other information
you offer;

e  Objections and appeals regarding exams.
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53 Grounds for processing
WhenyouregisterforaDSltrainingprogramme,youenterintoanagreement
with us. In order to implement this agreement, we must be able to process
the personal datalisted above. That means the grounds for processing your
personal data is: the implementation of an agreement.

54  Access to and sharing personal data

Your personal data may only be accessed by those DSI employees whose
work requires them to have access to your personal data. These include the
employees of the training department and their supervisors.

Youalsohave accesstoyourown personal dataviathe MijnDSlenvironment.

DSImayutilisetheservicesofthirdpartiesfortheprocessingofpersonaldata,
in accordance with this privacy statement. In such a case, these third parties
shall act as a data processor on behalf of DSI. DSI has signed a processing
contract with these third parties.

53 Storage period
If you have attended one of our training programmes, we will store your
personal data for a period of five years after you completed the training.
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Approval and
amendment

This privacy statement was approved by the Board
of DSI and can be amended by the Board of DSI.
This privacy statement was last amended on 14th of
February 2023.

Do you have questions

about this document,

we are happy to help you.
Contact us

with info@dsi.nl

This is where trust starts

www.dsi.nl
0206201274
info@dsi.nl
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